
Yellowcom IT Support: Your 
Business's Digital Foundation
At Yellowcom, we understand that robust and reliable IT is the backbone of any 
successful business. Our comprehensive IT Support services are designed to 
empower your team, streamline your operations, and safeguard your digital 
assets, allowing you to focus on what you do best: growing your business.



What We'll Cover

Welcome to Yellowcom IT

Who we are and why choose one supplier for IT & Telecoms.

IT Support Services

Introduction to IT Support, Support Packages & Matrices, Onsite 
& Mobile Support Options, Software Toolkit & Remote Access 
Add-Ons.

Microsoft 365 Solutions

Introduction to Microsoft 365, Licences & Pricing, Add-Ons: 
Backup & Security.

Cybersecurity Services

Why Cybersecurity Matters, Case Studies: Real-World Threats, 
Cybersecurity Packages & Toolkit.

Next Steps with Yellowcom

How to get started and contact details.

In this comprehensive presentation, we will demonstrate how Yellowcom's integrated IT and telecoms solutions can transform your business 
operations, enhance security, and provide the foundation for sustained growth.



Why Choose Yellowcom?
At Yellowcom, we believe IT should empower your business 3 not hold it back. As a trusted partner for IT and Telecoms, we deliver seamless, 
secure, and scalable solutions designed around your organisation9s unique needs.

One Partner for IT & Telecoms

Simplify your operations by consolidating IT support, connectivity, 
phone systems, mobiles, and cybersecurity under one expert 

provider. One bill, one team, one less headache.

Customer-Focused Service

We pride ourselves on long-term relationships, not quick fixes. Our 
UK-based support team is available 24/7/365, ensuring your business 

is always connected and protected.

Secure & Scalable Solutions

From Microsoft 365 and business continuity tools to advanced cyber 
defences, our solutions grow as your business grows 3 giving you 
flexibility without compromise.

Trusted Partnerships

As accredited partners with leading technology providers, we give 
you access to the latest tools, industry-best practices, and reliable 
installation 3 backed by local, personal service.



Meet the Yellowcom Key IT Team
Our experienced IT professionals are here to support your success at Yellowcom.

IT Manager

Gabriel Ogunwande

Microsoft Support Specialist

Oversees all IT operations and strategy implementation

IT Specialist Scotland

Michael Thompson

Systems and Support Specialist

Systems analyst and IT Implementation Specialist

Senior IT Project Manager Scotland

Gavin Rafferty 

IT Implementation Coordinator and Fullfilment Specialist 

IT & Cyber BDM Scotland

Chris Lahlou

IT & Cyber Security Business Development Specialist

Our collaborative team embodies Yellowcom's values of expertise, support, and customer-first approach.



Your IT Team, Without the Overheads

From quick fixes to long-term protection, Yellowcom's IT Support keeps your business running. Whether you're a start-up or a growing 
enterprise, our packages scale with you - giving you the right support at the right time.

What Our Support Includes

Fast Fixes, First Time

Get quick help with everyday IT issues 4 from email errors to forgotten 
passwords 4 so your team can stay productive.

Always Protected

Safeguard your business with built-in essentials like antivirus, email filtering, 
and secure cloud backups.

Remote Support as Standard

Most issues are solved remotely by our UK and Ireland-based engineers, 
keeping downtime to a minimum.

Proactive Monitoring

We keep an eye on your systems in the background, spotting issues before 
they become problems.

Dedicated Account Management

One point of contact who understands your setup and ensures you get the 
most from your support package.

Options for Growing Needs

Need more? Advanced plans include onsite engineer visits, 24/7 cover, and 
enhanced service level agreements.

Why It Matters

Every minute of downtime costs money. With Yellowcom, you get expert, scalable support that protects your people, systems, and data. Whether you're a 5-user start-up or a 
300-user enterprise, we're here to keep your business online and ready to grow.



Micro Business Support
Essential IT Cover for Start-ups & Small Teams

Keep your business moving with IT support designed for simplicity, reliability, and 
peace of mind.

Perfect for businesses with up to 5 users, this package delivers 

professional IT expertise without the overheads of an in-house team.



Micro Business Support: Essential IT Support for Start-ups & Small Teams
Starting a business is hard enough without worrying about IT. Our Micro Business Support package gives you professional cover at an affordable monthly cost 4 ideal for start-ups, freelancers, and 
businesses with up to 5 users.

Core Services Included:

Remote Troubleshooting

Get fast fixes for everyday IT issues, ensuring minimal 
disruption to your workflow.

Microsoft 365 Support

Comprehensive assistance with email, Microsoft Teams, and 
secure file sharing within the Microsoft 365 ecosystem.

Device & Network Monitoring

We proactively monitor your laptops, desktops, and internet 
connection to keep them healthy and running efficiently.

Vendor Liaison

We coordinate directly with Microsoft or other suppliers, escalating issues as needed so you 

don't have to.

Customer Reporting & Account Management

Receive clear updates and have a dedicated point of contact to ensure you always know where 

you stand.

Optional Security Add-On:

Antivirus & Malware Defence: Robust protection against malicious software and cyber threats.

Email Filtering & Phishing Protection: Safeguard your inbox from spam, phishing attempts, and other email-borne attacks.

Cloud Backup for Microsoft 365: Securely back up your critical Microsoft 365 data, ensuring business continuity.

Even the smallest businesses deserve professional IT support. Our Micro Business Support ensures your team can stay focused on growth, not IT headaches 4 with scalable options to grow as you do.



Micro Business Support: What9s Included & Excluded
Our Micro Business Support package is designed for start-ups and very small teams with up to 5 users. It delivers essential, remote-first IT assistance 4 giving you professional cover without unnecessary complexity.

Coverage & Pricing

Feature Basic (£175 / month) With Security (£210 / month) Notes

User Limit 7 Up to 5 users 7 Up to 5 users Tailored for micro teams & start-ups

Support Requests 7 Up to 15 per month 7 Up to 15 per month Covers typical needs of small teams

Contract Terms 7 12360 month term 7 12360 month term Flexible contract lengths available

Support Access

Feature Basic With Security Notes

Remote Support 7 7 Access via phone, email & secure remote tools

Onsite Support � � Available in higher-tier packages

Support Hours 7 9am35pm, Mon3Fri 7 9am35pm, Mon3Fri Core business hours

24/7 Support � � Available in higher-tier packages

Technical Support

Feature Basic With Security Notes

1st Line IT Support 7 7 Troubleshooting & fixes for everyday issues

2nd/3rd Line Escalation � � We liaise with vendors if needed

Proactive Monitoring 7 7 Basic checks on critical systems

Device Coverage 7 Up to 3 devices per user 7 Up to 3 devices per user Typically laptop + mobile + tablet

Additional Mobiles Available at per-user cost Available at per-user cost Ideal for sales reps, drivers, remote staff

Security & Backup

Feature Basic With Security Notes

Cybersecurity Tools � 7 Bitdefender (subject to change) Core protection included in Security option

Cloud Backup (M365) � Add-on � Add-on Available for email, Teams & SharePoint

The Micro Business Support package is ideal for small offices, home offices, and co-working teams, or for businesses primarily using Microsoft 365. With the <With Security= option, you add built-in protection through 
Bitdefender (subject to change), ensuring your devices and data stay secure from day one.



Small Business Support
Reliable IT Cover for Growing Teams

As your business grows, so do your IT needs. Our Small Business Support 

package is designed for teams who need more cover, faster response, and the 
peace of mind that comes with proactive monitoring and professional support.

Ideal for businesses with up to 10 users, this package offers enhanced IT 
support to ensure your expanding operations run smoothly and 
securely.

Whether you9re based in a small office, working remotely, or running a hybrid 

setup, this package ensures your team has reliable IT support whenever it9s 
needed.



Small Business Support: Reliable IT Support for Growing Teams
As your business grows, IT gets more complex. Our Small Business Support package is built for teams of up to 10 users, offering proactive monitoring, reliable cover, and expert help whenever you need it.

Core Services

Remote Troubleshooting

Fast fixes for everyday IT issues, ensuring minimal disruption to 
your workflow.

Microsoft 365 Support

Keep email, Teams, and SharePoint running smoothly with expert 
assistance.

Proactive Monitoring

We catch and resolve potential issues before they disrupt your 
team's productivity.

Vendor Liaison

We handle escalations directly with Microsoft and other key suppliers on your behalf.

Account Management

A dedicated point of contact who understands your specific business needs and setup.

Optional Add-Ons

Advanced Security Toolkit
Robust antivirus, advanced phishing protection, and dark web 
monitoring to safeguard your data.

Cloud Backup for Microsoft 365
Securely back up your critical emails, Teams chats, and 
SharePoint files for business continuity.

Mobile-Only Support
Add mobile users at a per-user cost 4 ideal for sales reps, field 
engineers, or drivers.

Why Choose Small Business Support?

This package offers the perfect balance of cost and comprehensive protection. It provides more proactive cover than our Micro Business option, with the added flexibility to include advanced security and mobile 
support as your team continues to grow and evolve.



Small Business Support: What9s Included & Excluded
Our Small Business Support package is designed for growing organisations with up to 10 users. It provides more proactive cover than Micro, with enhanced monitoring, account management, and flexible add-ons to 
suit hybrid teams.

Coverage

Feature Basic (£300 / month) With Security (£370 / month) Notes

User Limit 7 Up to 10 users 7 Up to 10 users Ideal for small but growing teams

Support Requests 7 Up to 25 per month 7 Up to 25 per month More generous allowance for active teams

Contract Terms 7 12360 month term 7 12360 month term Flexible contract lengths available

Support Access

Feature Basic With Security Notes

Remote Support 7 7 Access via phone, email & secure remote tools

Onsite Support Optional Optional Available at agreed per-visit cost

Support Hours 7 9am35pm, Mon3Fri 7 9am35pm, Mon3Fri Core business hours

24/7 Support � � Available in higher-tier packages

Technical Support

Feature Basic With Security Notes

1st Line IT Support 7 7 Troubleshooting & fixes for everyday issues

2nd Line Escalation 7 7 More complex issues handled within this tier

3rd Line Escalation � � Available in higher-tier packages; vendor liaison included

Proactive Monitoring 7 Enhanced 7 Enhanced Broader device & network monitoring

Device Coverage 7 Up to 3 devices per user 7 Up to 3 devices per user Laptop, desktop & mobile/tablet included

Additional Mobiles Available at per-user cost Available at per-user cost Ideal for sales reps, drivers, hybrid staff

Security & Backup

Feature Basic With Security Notes

Cybersecurity Tools Optional add-on 7 Included (Bitdefender 3 subject to 
change)

Adds core endpoint protection to every user

Cloud Backup (M365) Optional add-on Optional add-on Protects emails, Teams, SharePoint & OneDrive data

Small Business Support gives growing organisations reliable IT cover with proactive monitoring, escalation, and flexible add-ons. The <With Security= option includes Bitdefender (subject to change), delivering built-in 
protection without needing separate contracts or tools. For businesses needing 24/7 support or fully managed escalation, see our Medium Business Support packages.



Medium Business Support
Advanced IT Support for Established Teams

When IT becomes mission-critical, your support needs to scale with you. Our 
Medium Business Support packages are designed for organisations with up to 
300 users who need advanced coverage, faster response times, and peace of 
mind from enhanced SLAs.

Choose from our Premium or Platinum tiers 4 giving you the flexibility 
to match your IT cover with the complexity of your business.



Medium Business Support
Advanced IT Support for Established Teams (103300 Users)

When IT becomes mission-critical, your business needs more than basic cover. Our Medium Business Support packages provide scalable solutions, enterprise-grade monitoring, and onsite 
support 4 ensuring your operations run without disruption.

Who It9s For

Established businesses with 103300 
employees

Companies needing onsite support alongside 
remote cover

Organisations with complex IT environments 
and critical systems

Package Options

{  Premium Remote + scheduled onsite support; Up to 50 support requests per month; Extended 
hours (8am38pm, Mon3Fri); Standard account management

Growing SMEs needing reliable cover with some 
onsite support

a  Platinum Priority onsite support with faster response; Unlimited support requests; 24/7 availability 
for critical issues; Dedicated account manager

Businesses where uptime is mission-critical and 
downtime isn9t an option

Why Choose Medium Support?

With a choice of Premium or Platinum tiers, this package gives established businesses the advanced IT support they need to scale confidently 4 combining proactive monitoring, onsite 
expertise, and round-the-clock cover.



Medium Business Support: Premium vs Platinum
A Clear Comparison for Established Businesses (103300 Users)

Choosing the right level of IT support is crucial as your organisation grows. Our Premium and Platinum packages are designed for established companies who need scalable, professional-grade IT management.

Coverage

Feature Premium (£27.50/user) Platinum (£35/user)

User Range 7 Up to 300 users 7 Up to 300 users

Support Requests 7 Up to 50 per month 7 Unlimited

Contract Terms 7 12360 months 7 12360 months

Support Access

Feature Premium Platinum

Remote Support 7 Multi-channel (phone, email, chat) 7 Priority access with dedicated line

Onsite Support 7 Onsite response 7 Priority onsite response

Support Hours 7 9am35pm, Mon3Fri 7 24/7 coverage for critical issues

Technical Support

Feature Premium Platinum

IT Support Levels 7 1st & 2nd Line 7 2nd & 3rd Line

Proactive Monitoring 7 Enhanced system checks 7 Real-time, enterprise-level monitoring

Device Management 7 Up to 3 devices per user 7 Unlimited devices

Server Support 7 Basic monitoring 7 Full management & rapid recovery

Network Management 7 Standard monitoring 7 Advanced optimisation & security

Backup & Recovery 7 Managed backups 7 Full disaster recovery planning

Account Management

Feature Premium Platinum

Account Manager 7 Standard 7 Dedicated

IT Reporting 7 Monthly overview 7 Monthly overview

Project Support 7 Limited/ad-hoc 7 Limited/ad-hoc

Software Training 7 Basic guidance 7 Tailored training sessions

Positioning Statement

Both Premium and Platinum provide a major step up from Micro and Small support, with onsite visits, extended hours, and advanced monitoring. Premium is ideal for SMEs needing reliable day-to-day cover, while 
Platinum is built for organisations where uptime is critical and IT must be fully managed around the clock.



Service Level Agreements Overview
Our Commitment to You

Professional SLAs Across All Support Tiers

Clearly defined response times Transparent resolution targets

Priority-based escalation 24/7 monitoring for critical issues



SLA Response & Resolution Times
Our Commitment to Swift Support

Yellowcom is dedicated to providing timely and effective support. Our Service Level Agreements (SLAs) outline the response and resolution targets for each 
support tier, ensuring your critical issues are addressed promptly.

Priority Issue Type Standard Support Premium Support Platinum Support

P1 Critical Total system failure 4hr response
8hr resolution

2hr response
4hr resolution

30min response
2hr resolution

P2 High Multiple users affected 8hr response
16hr resolution

4hr response
8hr resolution

1hr response
4hr resolution

P3 
Medium

Single user impact Next day response
48hr resolution

8hr response
24hr resolution

2hr response
12hr resolution

P4 Low Minor issues/requests 48hr response
5 day resolution

24hr response
3 day resolution

8hr response
16hr resolution

These targets reflect the maximum timeframes for response and resolution. Our team always strives to exceed these expectations for all clients.



Priority Definitions
Understanding the severity levels for IT support issues is crucial for effective incident management and response.

P4 - Low Priority

Minor issues or questions

Configuration requests

Information requests

P3 - Medium Priority
Single user unable to work

Workaround available

Non-critical functionality

P2 - High Priority

Severe performance issues

Multiple users affected

Key systems degraded

P1 - Critical Emergency

Complete system failure

All users unable to work

Security breach detected

These classifications guide our team in prioritising and addressing your support tickets efficiently, ensuring that the most urgent matters receive immediate attention.



Microsoft 365 Advantage
Why Choose Yellowcom for Your Microsoft 365 Needs?

Indirect Partner Status

As a Microsoft Indirect Partner, Yellowcom offers local, accessible support unlike 
large corporations, ensuring you always have a direct point of contact.

Seamless Transitions

Benefit from a fully managed account setup and transfer process to 
Yellowcom, handled entirely for you with no disruption to your business.

Bundled Savings

Pair your Microsoft 365 licenses with your Phone and Broadband services 
for significant bundled savings and simplified billing.

Our Microsoft partnership reflects Yellowcom's commitment to delivering exceptional 
value while ensuring clients benefit from the full capabilities of the Microsoft 
ecosystem.



Microsoft 365 Licences
Flexible Plans for Every Business Need

Yellowcom offers a range of Microsoft 365 licenses designed to meet the diverse needs of businesses, from startups to growing enterprises. Choose the plan that best fits your 
requirements and empower your team with industry-leading productivity tools.

Microsoft 365 Business Basic

Ideal for businesses needing essential cloud 
services.

Starting at £5.70 user/month (annual commitment)

Web and mobile versions of Office apps

Email hosting with a 50 GB mailbox

1 TB cloud storage per user

Online meetings and video conferencing

Microsoft Teams

View Basic Plan

Microsoft 365 Business Standard

Perfect for businesses needing full Office apps plus 
cloud services.

Starting at £11.30 user/month (annual commitment)

Desktop versions of Office apps (Word, Excel, 
PowerPoint, Outlook, Publisher, Access)

Email hosting with a 50 GB mailbox

1 TB cloud storage per user

Online meetings and video conferencing

Microsoft Teams

Business apps and services

View Standard Plan

Microsoft 365 Business Premium

Comprehensive solution with advanced security 
and device management.

Starting at £22.90 user/month (annual commitment)

Desktop versions of Office apps

Email hosting with a 50 GB mailbox

1 TB cloud storage per user

Online meetings and video conferencing

Microsoft Teams

Advanced security (Threat Protection)

Device management (Intune)

Azure AD Premium P1

View Premium Plan

Our partnership with Microsoft ensures competitive pricing and dedicated support, helping you leverage the full power of Microsoft 365 for your business success.

https://gamma.app/docs/screenshot
https://gamma.app/docs/screenshot
https://gamma.app/docs/screenshot


IT Protection & Continuity Toolkit
Yellowcom provides a curated suite of industry-leading tools to keep your business secure, resilient, and running efficiently. These solutions 
work alongside our IT Support packages to deliver proactive protection, seamless continuity, and simplified management.

Why These Tools Matter

Advanced Security

Stop viruses, phishing, and cyber threats before they disrupt your 
business operations.

Data Protection

Ensure critical files and Microsoft 365 data are always backed up and 
easily recoverable.

Performance & Monitoring

Identify potential issues early with proactive monitoring and remote 
management capabilities.

Simple Integration

All tools are expertly managed by Yellowcom, providing enterprise-
grade technology without the usual complexity.



IT Software Toolkit Matrix
Yellowcom leverages a suite of cutting-edge cybersecurity tools to provide comprehensive protection for your business. This matrix outlines the key 
products in our toolkit, their purpose, and the value they deliver.

Product Purpose (Plain English) What You Get Output / Value Guide Price*

BitDefender 
(Endpoint 
Protection)

Protect devices from cyber 
threats

Antivirus, anti-malware, 
ransomware & zero-day 
defence

Peace of mind that devices 
are always protected

£3.00 / user / 
month

Mimecast (Email 
Security)

Block email threats before 
they reach inboxes

Advanced phishing, 
impersonation, spam & data 
leak prevention

Cleaner inbox, reduced risk 
from email-borne attacks

£4.00 / user / 
month

Spanning (Cloud 
Backup for M365)

Recover lost or deleted 
Microsoft 365 data

Backup for Outlook, Teams, 
SharePoint & OneDrive

Quick restore of files, emails 
& chats

£3.50 / user / 
month

Datto RMM (Remote 
Monitoring & 
Management)

Keep systems healthy and 
efficient

24/7 device monitoring, 
patch management & 
performance alerts

Fewer outages, faster fixes, 
reduced downtime

£2.50 / user / 
month

* Prices are placeholders 4 final commercials to be confirmed.



Cybersecurity Solutions
In today's digital landscape, robust cybersecurity isn't optional 3 it's essential. Yellowcom offers comprehensive services to protect your business 
from evolving threats.

Why Robust Cybersecurity is Non-Negotiable

Data Protection

Safeguard sensitive business and client data from breaches and loss.

Reputation & Trust

Maintain customer confidence and brand integrity in an 
interconnected world.

Financial Security

Avoid costly downtime, recovery expenses, and potential regulatory 
fines.

Business Continuity

Ensure uninterrupted operations and rapid recovery from cyber 
incidents.



Understanding Cyber Threats
Cybersecurity isn't just about defence; it's about understanding the battlefield. Yellowcom's 
proactive approach helps you identify and mitigate the most prevalent threats.

1

Phishing & Social Engineering
Deceptive attempts to trick individuals into revealing sensitive information, often 

through fake emails or websites. Our solutions identify and block these threats 
before they reach your inbox.

2

Malware & Ransomware

Malicious software designed to disrupt, damage, or gain unauthorised access to 
computer systems. Ransomware encrypts your data, demanding payment for its 

release. We deploy advanced anti-malware and robust backup strategies.

3

Data Breaches

Unauthorised access to sensitive, protected, or confidential data. This can lead to 
significant financial and reputational damage. Our layered security protects your 
data at every point.

By understanding these common attack vectors, Yellowcom can better equip your business with 
the defences needed to stay secure in an increasingly complex digital world.



Cybersecurity Solutions
Yellowcom provides a comprehensive suite of cybersecurity services designed to fortify your business against the ever-evolving threat landscape. Our solutions are tailored to protect your assets, ensure continuity, and 
empower your team.

Cyber Insurance

Safeguards your business from costly legal actions, fines, and claims arising from GDPR 
breaches or privacy violations.

VScan (Vulnerability Scanning)

Identifies open ports, outdated firmware, and hidden risks, helping protect your network and 
strengthen cyber security.

CyberSight (Domain Monitoring & Live Alerts)

Monitors your business domain for past data breaches, with live alerts to protect against 
future cyber threats.

Penetration Testing

Simulates real-world cyberattacks to uncover hidden risks, providing detailed reports to 
strengthen your defences.

Feature Solution: SATT

Security Awareness, Testing & Training
Your employees are often the first target for cyberattacks 4 and the first line of defence. Our 
SATT program equips your team with the knowledge and confidence to spot and stop threats 
before they cause damage.

Tailored training modules built around real-world scenarios your staff are likely to face.

Simulated phishing attacks to safely test readiness and raise awareness.

Ongoing updates to keep pace with the latest cyber threats.

Measurable results with clear reporting to track improvements in your team9s security 
posture.



Marks & Spencer Cyberattack
Even major retailers are vulnerable to the devastating consequences of cyberattacks. This 
case study highlights the severe repercussions of a ransomware incident on a household 
name.

The Problem

In April 2025, Marks & Spencer faced a 
significant ransomware attack, initiated 
through a third-party vendor. This incident 
severely disrupted critical services, 
including contactless payments, online 
orders, and click-and-collect services 
across the UK.

The Impact

The cyber-incident led to an estimated 
£300 million in lost sales and operational 
recovery costs for M&S. Furthermore, their 
market value plummeted by over £1 
billion, triggering intense regulatory 
scrutiny and impacting brand trust.

The Solution: Cyber Insurance

While prevention is key, comprehensive Cyber Insurance provides vital financial 
protection. It safeguards businesses from costly legal actions, regulatory claims 
(e.g., GDPR), and operational losses incurred during a cyber incident, significantly 
aiding in quicker recovery and trust preservation.



Jaguar Land Rover Production Shut-Down
Another major enterprise, Jaguar Land Rover, experienced significant operational paralysis due to a sophisticated cyberattack, showcasing the broad 
reach and severe consequences of digital threats beyond data theft.

The Problem

In September 2025, Jaguar Land Rover (JLR) suffered a cyberattack that 
forced system shutdowns at multiple UK plants. This incident brought 
production and dealership operations to a grinding halt, causing 
widespread disruption across their supply chain and sales network, as 
widely reported by The Guardian, Reuters, and The Times.

The Impact

Thousands of vehicles faced delays during a critical peak registration 
period, leading to substantial financial losses and potential brand 
damage. While there was no evidence of customer data loss, the 
operation-wide disruption was so severe that it was estimated it could 
take weeks or even months to fully resolve, according to The Times and 
Reuters.

The Solution: Penetration Testing

Penetration Testing is a critical proactive defence. It involves simulating real-world cyberattack scenarios to uncover vulnerabilities 
proactively. This helps prevent widespread disruptions like the JLR incident by strengthening your infrastructure and patching security gaps 
before malicious actors can exploit them.



Belfast Accountancy Firm Cyberattack
Even local, well-established businesses aren't immune to sophisticated cyber threats. This case 
study illustrates how proactive measures can protect sensitive data and maintain client trust.

The Problem

A prominent Belfast accountancy firm faced 
a severe ransomware attack that encrypted 
crucial client financial data and locked staff 
out of their core operational systems. The 
attack originated from a phishing email, 
bypassing their existing basic security 

measures.

The Impact

The firm incurred tens of thousands of 
pounds in financial losses due to system 
downtime and recovery efforts. They missed 
critical client deadlines, faced potential 
regulatory fines for data compromise, and 
suffered significant reputational damage, 

impacting long-term client relationships and 
business stability.

The Solution: CyberSight + VScan

Implementing CyberSight provided continuous monitoring of the firm's domain for 
data breaches and delivered live alerts, enabling rapid response to potential threats. 
Coupled with VScan, which proactively identified open ports, outdated firmware, and 
other vulnerabilities, the firm significantly strengthened its defence, preventing future 
attacks and restoring client confidence.



Glasgow Mechanic Cyberattack
Even local, family-run businesses are targets for sophisticated scams, as this case highlights. A simple 
email can lead to significant financial loss if employees aren't adequately prepared.

The Problem

A family-run mechanic business just outside 
Glasgow received what appeared to be an 
invoice from a regular parts supplier. The email 
address looked legitimate, but it was subtly 
altered by cybercriminals to trick the recipient.

The Impact

Believing it to be genuine, the business 
transferred £15,000 to the fraudulent account. 
The money was unrecoverable, leading to 
significant financial strain and a loss of 
confidence in their invoicing processes.

The Solution: SATT

Our Security Awareness, Testing & Training (SATT) programme is crucial here. While 
technology offers strong defence, employees are often the first line of vulnerability. SATT 
ensures your team is equipped to identify and neutralise threats like this phishing scam.

Phishing simulations train staff to spot red flags like masked email addresses and fake 
names.

Tailored training modules empower employees to question suspicious requests before 
acting.

With the right awareness, this scam could have been avoided 4 protecting both the 
business and its bottom line.



Cybersecurity Product Matrix
A comprehensive overview of Yellowcom's cybersecurity solutions, designed to protect your business from evolving digital threats with clear purposes and deliverables.

Product Purpose (plain English) What you get (at a glance) How it runs Output Guide price*

Cyber Insurance Financial safety net if an incident 
happens

Legal costs & compensation cover; 
GDPR/data-breach defence

Annual policy Financial cover & 
incident support

£24.99 / month

VScan (Vulnerability 
Scanning)

Find & fix weaknesses in your 
network

Monthly IP scans; open-port & firmware 
risk detection

Scheduled 
monthly (or 
on-demand)

Risk report with 
prioritised fixes

£20.00 / month

CyberSight (Domain 
Monitoring & Live 
Alerts)

Catch leaked credentials fast Historic breach check; continuous 
monitoring; live alerts

Continuous Real-time alerts + 
monthly summary

£16.29 / month

SATT (Security 
Awareness, Testing 
& Training)

Make staff your strongest 
defence

Phishing simulations; role-based training; 
security scoring & reports

Baseline + 
monthly tests

User completion & risk-
score reports

£2.20 / user / month

Spanning (Microsoft 
365 Backup)

Recover email, Teams & files 
quickly

Long-term retention; Outlook, Teams & 
SharePoint coverage

Continuous 
cloud backup

Self-service & assisted 
restore

£3.50 / user / month

Penetration Testing Prove your defences vs real 
attacks

Simulated cyberattacks; infra/app testing; 
detailed remediation report

Annually/bi-
annually 
(scope-based)

Exec + technical reports 
with actions

£95.00 / month (from)

* Guide prices shown to match the toolkit RRP presentation; final commercials confirmed at proposal stage.



Why We Choose These Tools

Our Selection Criteria: Delivering Value to You

Tried & Tested: We use solutions with a proven track record, ensuring reliable 
performance and minimal disruption to your business.

Reliability: Our chosen tools offer consistent uptime and dependable service, so 
your operations run smoothly without interruption.

Cost-Effective: We deliver exceptional value by optimising your IT spend without 
compromising on the quality or security of your systems.

Expertise-Driven: Our selections are based on Yellowcom's extensive experience 
and deep understanding of evolving IT challenges and best practices.

Key Features & Benefits for Your Business

Our carefully curated software toolkit ensures your business benefits from:

Advanced Security & Protection

Safeguard your data and systems from emerging threats with comprehensive anti-
virus, anti-malware, and advanced email protection.

Seamless Business Continuity

Ensure your critical data is securely backed up in the cloud, allowing for quick 
recovery and uninterrupted operations.

Optimised Performance & Efficiency

Benefit from remote monitoring and management that proactively identifies and 
resolves issues, reducing downtime and improving network performance.

Simplified IT Management

Experience hassle-free IT with tools that are easy to integrate and manage, freeing 
up your team to focus on core business activities.

Our commitment to these industry-leading solutions reflects Yellowcom's dedication to providing superior managed IT support. We equip your business with reliable, secure, and cost-
effective tools, allowing you to thrive in today's digital landscape.



Your Partner for Digital Success
Empowering Your Business with Tailored IT Solutions

Solutions for Every Business

We specialise in supporting small to medium-sized businesses, including professional 

services like law firms, accountants, and estate agents, ensuring their IT infrastructure is 
robust and reliable.

Dedicated Support for Non-Profits

Charities benefit from our cost-effective solutions, designed to optimise their IT budgets 
and provide the dependable support they need to focus on their mission.

Comprehensive & Integrated Services

From initial setup to ongoing management, we offer a full suite of integrated IT services, 
ensuring seamless operations and peace of mind.

Our Core Services Include:

Microsoft 365 migrations and optimisation

Comprehensive cybersecurity assessments

Thorough IT infrastructure audits

Phone System installations and management

High-speed Broadband solutions

Business Mobile solutions

Optimised Business Energy management

We Help You Address Key Concerns:

Data Backup: Protecting your critical information from 
server failures and data loss.

Reliable Support: Ensuring your operations are supported 
during and outside of working hours.

Disaster Recovery: Rapid restoration of operations after a 
breach or system outage.

Discover how Yellowcom IT can empower your business today!



Ready to Get Started?

Questions?
We're here to make your IT seamless and secure. Take the first step towards robust support and let 
Yellowcom help your business achieve its technology goals.

Step 1: Get in Touch

Contact us via phone or email to schedule your initial 
consultation.

Step 2: Tailored Solutions

We'll assess your unique needs and craft a 
customised IT support plan for your business.

Step 3: Seamless Onboarding

Experience a smooth transition as we integrate our support to empower your digital foundation.

Ready to secure and optimise your IT infrastructure? Reach out today!

Phone : 03330 156 651  | 01263 5299 

Email: info@yellowcom.co.uk

Website: www.yellowcom.co.uk

Contact Us Now

tel:+443330156651
tel:+35312635299
mailto:info@yellowcom.co.uk
https://www.yellowcom.co.uk/
https://www.yellowcom.co.uk/contact

